How to Install VPN on Windows Server 2012 R2
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This post shows you how you can install a VPN Server on Windows Server 2012 R2 Step-by-
Step. It shows you how you can easily setup a VPN server fro a small environment or for a

hosted server scenario.

This is definitely not a guide for an enterprise deployment, if you are thinking about a enterprise

deployment you should definitely have a look at Direct Access.

First install the “Remote Access” via Server Manager or Windows PowerShell.

= Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
Server Selection .
[] Application Server
] DHCP Server
[] DNS Server
] Fax Server
| [H] File and Storage Services (1 of 12 installed)
] Hyper-¥
[] Network Policy and Access Services

[] Print and Dacument Services

[] Remote Desktop Services

] Volume Activation Services

[] Web Server (115)

] Windows Deployment Services

[] Windows Server Essentials Experience

] Windows Server Update Services

= [c

DESTINATION SERWVER
WIN-QGR5D2K04P2

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTP5-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

| < Previous | | Mext >

Insta Cancel

Select the “DirectAccess and VPN (RAS)” role services.
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DESTINATION SERVER

Select role services WIN-QGRSD2K04P2

Before You Begin Select the role zervices to install for Remote Access

Installation Type Role services Description

Server selection DircctAccess and VPN (RAS) D|rect.Access gives users the
experience of being seamlessly
[] Routing connected to their corporate
Features ] Web Application Proxy network any time they have Internet
Remote Accass access. With DirectAccess, mobile
computers can be managed any
time the computer has Internet
Web Sarver Role (II5) connectivity, ensuring mobile users
stay up-to-date with security and
Rale Services system health palicies. VPN uses the
connectivity of the Internet plus a
combination of tunnelling and data
encryption technologies to connect
remote clients and remote offices.

Server Roles

Confirmation

On the next steps just use the default settings. After that you can have a look at the Overview
screen and install the role.
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DESTINATION SERVER

Confirm installation selections WIN-QGRSD2K04P2

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles .
their check boxes.

Features

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)

Remote Access
Role Services

R te A
Web Sarver Role (1IS) Fmote Aecess

DirectAccess and VPN (RAS)

Role Services o
Remote Server Administration Tools

Confirm Role Administration Tools
Remote Access Management Tools
Remote Access GUl and Command-Line Tools

Remaote Access module for Windows PowerShell

Web Server ([15)

Export configuration settings
Specify an alternate source path

After the features are installed, which can take a while to finish you see the link for the Getting
Started Wizard. Click on “Open the Getting Started Wizard*.
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DESTINATION SERVER

Installation progress WIN-QGRSD2K34P2

View installation progress

o Feature installation
I —
Configuration required. Installation succeeded on WIN-QGR5D2K94P2.

Remote Access

DirectAccess and VPN (RAS)
Configure the role

Cpen the Getting Started Wizard

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next = | | Close | | Cancel |

This opens a new wizard which will help you to configure the server. On the first screen select
“Deploy VPN only*.
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Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPN,

< Deploy both DirectAccess and VPN (recommended)

Configure DirectAccess and VPN on the server, and enable DirectAccess client computers, Allow
remote client computers not supported for Directfccess to connect over VPN,

Deploy DirectAccess only

Configure Directfccess on the server, and enable Directfccess client computers.

Deploy VPN only

Configure VPN using the Routing and Remote Access conscle, Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections, VPN
can be used by clients not supported for Directfccess.

This opens the Routing and Remote Access MMC
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Eile Action Miew Help

== @

1 ftng nd et s

ﬁ Server Status
5 WIN-QGRSD2K34P2 (local) || welcome to Routing and Remote Access ~
Routing and Remote Access provides secure remote access to private networks.

Use Routing and remote access to configure the following:

* A secure i two private

* A Virtual Private Network (VPN) gateway.

* A Dial-up remote access server.

s Network address translation (NAT).

* LAN routing.

* A basic firewall.
To add a Reuting and Remote Access server, on the Action menu, click Add Server.

| Done I

Right click on the Server name and click on “Configure and Enable Routing and Remote
Access*.

File Action View Help

LGN )

{2 Routing and Remote Access; Routing and Remote Access

{5 Server Status I—
Wil - - emote Access o
Configure and Enable Routing and Remote Access
Disable Routing and Remote Access s secure remate access to private networks.
onfigure the following:
All Tasks i private networks.
Delete steway.
Refresh
Properties
Help
To add a Routing and Remote Access server, on the Action menu, click Add Server.
"]
Stops Routing and Remote Access and removes the previous configuration I

On the new wizard select “Custom configuration®.
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Configuration
You can enable any of the following combinations of services, or you can
customize this server.

™ Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
secure virtual private netwars (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private network (VPN) access and NAT

Allow remote clierts to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

™ Secure connection between two private networks
Connect this netwonk to a remate networ, such as a branch office.

Select “VPN Access®.
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Custom Configuration
When this wizard closes, you can corfigure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.

[T Dialup access
[T Demand-dial connections { used for branch office routing )
[T NAT

[ LAN routing

After you have click finish you can now start the Routing and Remote Access service.


http://www.thomasmaurer.ch/wp-content/uploads/2014/01/VPN-Access.png

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remaote
Access Server Setup wizard.

Routing and Remote Access

Start the service

The Routing and Remote Access service is ready to use.

L
Start service | Cancel

vices

To close this wizard, click Finish.

| <Back | Fmsh | | Cancel |

If you have an other firewall between the internet and your Windows Server you have to open
the following Firewall port sand forward them to your Windows Server:

For PPTP: 1723 TCP and Protocol 47 GRE (also known as PPTP Pass-through)
For L2TP over IPSEC: 1701 TCP and 500 UDP
For SSTP: 443 TCP

After the installation Users have to be enabled for Remote Access to connect to your VPN
Server. On a standalone server this can be done in the Computer Management MMC, in a
domain environment this can be done in the user properties of an Active Directory user.
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General | MemberOf |  Profile Environment
Remote control | Remote Desktop Services Profile

— MNetwork Access Pemmission

™ Control access through NP5 Network Policy

[ Verfy Caller-ID:
—Callback Options
& Mo Calback
™ Set by Caller (Routing and Femote Access Service only)
™ Always Callback to:

I Assign Static |P Addresses

D.Eﬁ'."“‘ IP addm“’ enable for this Static [P Addresses
Dial4n connection.

- Apply Static Routes

Define routes to enable for this Dialin Static Foutes ...
connection.

If you don’t have a DHCP Server in your environment you have to add a static IP address pool.
This is often needed if you have a single server hosted at a service provider. In the properties of
your VPN server you can click on the IPv4 tab and enable and configure the “Static address
pool”.
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WIN-QGR5D2K94P? (local) Properties 7] %

| General | Securty | IPv4 | IPvE | IKEv2 | PPP | Logging |

¥ Enable IPv4 Forwarding

— |Pv4 address assignment
This server can assign |Pvd addresses by using:
£~ Dynamic Host Configuration Protocol (DHCP)
¥ Static address poal

From | To | Number | IP Addre.. | Mask |

fizard. 1

remote

addresses in the range.

Start IP address: |152.1EB. 1,100

End IF address: |152.163. 1 . 200

Mumber of addresses: I 1M

Type a starting |P address and either an ending IP address or the number of

oK I Cancel

K || Cancel || emy |
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